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(Open Systems Interconnections, basic reference model)
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RFC (Request for Comments)

D

%%
ISOC (Internet Society) @ T Bk Ak Td5 IETF (Internet Engineering Task Force)

DIA L —Z MR AL CTRAIT T D 0E,
EERELOMFRIZ L > T g mha) ROV MERE T o ha)L 7286 DD BRI
I D,

1] :

REC 791 ... IP (Internet Protocol)

REC 793 ... TCP (Transmission Control Protocol)

REC 2616 ... HTTP (HyperText Transfer Protocol)
REC 3000 ... Internet Official Protocol Standards, 2001.

!
5
=
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o Ethernet IEEES02.3

Layer-1,2

N
1V

Ethernet = Ether (——7/1)& Network D& A% iE

S

® 19734, Bry I A PARCIUE 2 — & — R 2 JEAT O
Robert M. Metcalfe {8 112> CTHRIAZ N, — iR

@  DEC/Intel/Xeron DEIFGEL TEED BV (DIX-Ethernet),

@  Ethernet 2% &2 IEEE 802.3 (CSMA/CD) #Z#E LANDS AR AL,

iSEE
® CSMA/CD 5=
€ MAC (Media Access Control) Address Z1# L C&Efg

— MAC Frame



http://www.ieee802.org/3
http://www.acm.org/classics/apr96
http://www.ieee802.org/3
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Data Link

Layer-1

N
1V

BV ik
10Mbps
X4 10Base5 (thick)

& 10BaseT
100Mbps

& 100Base-TX
& 100Base-FX
1Gbps

& 1000Base-T
& 1000Base-SX
& 1000Base-LX

10Gbps Ethernet (IEEE Std 802.3ae) accepted, June-2002

Ethernet

r—7 )L

thick coax.

84 10Base? (thin, cheaper-net) thin coax.

UTP (3-5)

UTP (5)
Fibre-optic

UTP (5¢)

N
500m
185m
100m

100m
20km

100m

Fibre-optic (MMF) 550m
Fibre-optic (SMF) Skm

bus
bus
star

star
star

star
star
star



http://www.ieee802.org/3/ae

T — Ethernet
Data Link 1 OBaSGS
Layer-1
&
o Thick “yellow” cable (2EE I — /L N[l FifEA B —H L R500)
N7 5

o Transceiver (MAU), AUI (transceiver) cable 285> THeke
o RIRICHEIIZATITD
e F K 100 station/segment

° 10 Mbps thick (yellow) cable

. Ca
) Base B and ji it terminator ~(

Transceiver

° e 500 m (MAU)

AUI cable

o < T = AR AL

AUI Connector




e Ethernet
Data Link 1 OB ase 2
Layer-1
& \
° Thin cable ([FlHf, FriEA B —H L A500)
BNC =74

. T 4 ——F =—(bus™) or v /LT R —hRJE—H (star’t)
o il A I DR
o X 30 station/segment | S ? [ me—

o 10 Mbps S -
o Base Band /7= |repeater|
Bus Type = = =

o < T 2 AR AL

terminator T-connector
!

|

?BNC connector ? ?
10Base5 V1K= A (cheaper net) D D D
=7 DR XEILBR S = e LD =




Application

Transport

Network

Data Link

Layer-1
A

Ethernet

10BaseT

¢V
[ ]

RHIK= AR = =
r—7 VDO EEILNE S
2l (full-duplex)i#{E 23 F] BE (20Mbps)

UTP (Unshield Twisted Pair) cable (&1 > £ —4 "> Z2100Q)
BT 3-5

4x$8.68 (FEBRITEEHL TWh D324

RJ45 £V 2T —axrH

AR — e (Hub-PC ), 72 A#e (Hub-Hub [H])
Star Y

285 5 RJ-45

10 Mbps _

Base Band 7=

B 100 m (hub-station F‘Eﬂ) HUB of Switch | | (cross)
(straight)
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Transport

IOOBaseTX

Data Link

L (Fast Ethernet)

Layer-1

f
¢V

o UTP (Unshield Twisted Pair) cable (1A —4 2 Z100Q)
735
45f8.e8 (EFRITHEHL TWHDD1F2%))
RI45 B 2T —aRxrH

R Star %Y

o 3MEfE & RJ-45
o 100 Mbps

. Base Band 7=

. ¢ & 100 m (hub-station ) HUB of Switch | 1 (cross)
. 4B/5B, MLT-3 /4 &1t (straight)

s Ak, 10BaseT D& PENME 2 5, —— ——
=7 NDO5|ZBEILNE S

42 A k(full-duplex)IB{E A3 FI B8 (200Mbps)




Application

Transport

Network

Data Link

Layer-1
A

Ethernet

1 OOOB aseT
(Giga Bit Ethernet)

¢V
[ ]

UTP (Unshield Twisted Pair) cable (8/E1 2 &°—4 > Z100Q2)

J1 72V 5 (5¢)

45f8.e8 (EBRITHEHL TWHDD1F4%T)
RJ45 €V aF—axr4

Hub-PC. Hub-Hub ] B #&hfsH,

Star Y

SMEME & . 4xHZ XD @ E

1000 Mbps

Base Band 7=

& 100 m (hub-station [i])
8B1Q4 £ 51k

Carrier Extension, Frame Burst

{221, 10/100BaseT D& PEIMF 25,

2 #{b(full-duplex)if{E A3 FI B8 (2000Mbps)

(BLIRIC o —7 V& 807 Al 972)

RJ-45
HUB of Switch | | (cross)

(straight)
;ZT_V—Q = Q = Q




Application
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Network

Data Link

Layer-1
(]

Ethernet

IOOOBaseSX &

(Giga Bit Ethernet)

1V

Fibre-optic cable (Multi Mode) 850nm
ST =74

Hub-PC., Hub-Hub [ H Ehifk .,

Star 7Y

1000 Mbps (1.25Gbaud)
Base Band 5=\
& 550 m (hub-station [i])

8B10B 5 =1k

JARITHR,

¢ 27l (full-duplex)1H{E 23 F] BE (2000Mbps)

ST Connector

(straight)

HUB of Switch

iR~

(cross)

i

-

=

=l

=l

=
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IOOOBaseLX

Data Link

_Layer.l (Giga Bit Ethernet)
4
UV
o Fibre-optic cable (Single Mode or Multi Mode) 1300nm
ST =74
Hub-PC. Hub-Hub [ H &% Hi,
. Star %Y
o 1000 Mbps (1.25Gbaud)

° Base Band /7=

o i 5 km (hub-station f&], SMF)

e~
o 8B10B 5 =1k HUB of Switch | | (cross)
(straight)
JARITHR Y, | | L
REHEEE T, HiiEin
42 Al (full-duplex)if{E A3 AT EE (2000Mbps) | EL_] = =
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Network

Data Link

Layer-1

Ethernet

Straight/Cross Connection

a

\J

L

RD (%13)& TD (BB D%
IELLEEHE T D,

1. HUB & PC
Straight Cable T8¢

2. HUB & HUB

Cross Cables Tkt
Jrlo> HUB @ RD, TD %
[#EL ., Straight Cable T

HUB

—

(3.6)

N N Ve e e e
N\ N PaN \ N\
5 L

TD

(1.2

HUB

G|

— >

—>

RD & TD % iz

RD

cross cable RD

(1.2)|RD 1.2)
HUB HUB

(1.2) | rp | | 30
> XXX

QIO O . © G I LY

G.6) | ™ straight cable RD| [a.2) =
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Network

Data Link

Layer-1

N
1V

1. Half Duplex (*}>2#) Mode
o HE.ZEOELLN—TFHE

S— =

1796

o Collision Domain (Z3H UL E
i L CWAEEAITIE,
CSMA/CD fililZ475 D T
7=

N0

2. Full Duplex (422H) Mode
o KB, XEZRIKFIZATHIZEN
T&ED,
. Switch-PC [&] or Switch-Switch
D2/ — R DA CEEAT

Y5 &SI Al RE,

o HEHEEIIRKT2EIZAD,

Half Duplex and Full Duplex

Half Duplex Mode
HUB/Switch PC
— >
TD RD | |
% = XX j >
D—l;l\)’/ N N NN 7%]\) B
HUB/Switch PC
TD RD
Ei j[ |
< PO OO
~ |RD ¢ TD ‘
Full Duplex Mode
Switch PC
— >
TD RD| |
% > >OO<><>O<HJ >
dife o oo drd
~ |RD TD

-«
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Ethernet

Network

—r— CSMA/CD

Layer-2
(]

1V

CSMA/CD

= Carrier Sense Multiple Access with Collision Detection

Carrier Sense ... X7 (5 75) ZEEMHL, 7 —4
PRIV TR WERIZ T 78 A,
Multiple Access ... D /) —RNT 7 EBRATEA,

Collision Detection ... {g§ 5D 2245 195,

— CSMA/CD DE£4H
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Transport

Network

. Four-Repeater Rule

Layer-2

N
1V

e FEthernet T, tp R K BDEII4AE B DI —X
(HUB)X A > TUT7Z2B720,

o — ERINBIRKETCOMIZADHUBOE Z2E LT
(IR T 30U, 2o/ — L35G - S5,

{ELEIZSwitch?s ADEZDEIT) By hsind)




Application

Transport

Physical

Layer-2,3
4

Ethernet

HUB, Switch, and Router

1V

HUB (multiport repeater) — HUB

mRlE ﬁ@%kﬂ:/%ﬂ‘ao

KR —MHD AT HREETOR—NMIIEFT 5,

CSMA/CD OHl|EIFH(2Y T a RA N EIRT 5,

Switch

B TR — ML TUVAD MAC Address ARt B L BN —RD&HRIZ

& k(s 95 (Bridge) .

KR —bDT —H%— HIFLFRL TOHERE T D, — Switch
— WED R DRy NI — Bkt TE 5, — e Sl
— AV N AL )03 T HTENTED,

Router

Z'ahaL DRI D Ry T — I H(WANSLANM 28 & Hift Cx 5,

PP NT AR T TR 225

— Router



Application FDDI

Transport

Network

- (token passing network)

Layer-1,2
la ANSI X3T12, ISO 9314

>
Fiber Distributed Data Interface (FDDI)
o NTFANITLD2EI L THER (UTPDO BiEEH &% TP-DDI),
RO 7 IIEERICAE A,
. Token Ring &7\, Token ZHf> T\\D /—RDHNT —FZk(E
T&ED,
. Timed Token Protocol @

. 4B/5B coding /f =
. EE?;?&*;% data
HB{E I 125Mbps ; ‘C \ [oken]

/—KTH] <40km

U‘/&% < 100km \ /

— Frame Format =

— Token Passing, Timed Token Protocol



http://www.ansi.org/
http://www.iso.ch/

Application

Transport

Network

e Other Layer-1,2 Protocols

Layer-1,2

N
1V

LAN

o Token Ring

. ATM -LAN

o IR LAN (IEEES02.11)

o Fiber Channel (ANSI X3T9.3)

o HIPPI (High Performance Parallel Interface) (ANSI X3T9.3)

o ATM (Asynchronous Transfer Mode)

o Frame Relay (ANSI X3T11)

o ISDN (Integrated Services Digital Network)

o xDSL (Digital Subscriber Line, HDSL, SDSL, ADSL, VDSL)
o FTTH (Fibre To The Home)



Application

Data Link

Physical

Internet

Layer-3,4
4

1V

PO LAN 285t LI RRas B — 2 Ry N —7

19694 (K EP#RE O & S 4T3 R (ARPA) MR O 72 s i = B
— XXy NT—IW3e a7 ARPANET MNZDEJR THHEW VI,
— VDOV A VBB TR A B RS

o - (3 A—IETYT ., EEOE
: LEEFRHNER .

° P ROHIHRA L bRl BRI Ry T —7
o EET —EBEEDOH LAY N — 7% H BN TEHT THstilBET 5

N




Application IP

Transport

[ e |
o Internet Protocol (IP)
Layer-3
& — RFC 791 (19814F)
AL —FX RO R NI —TEOF R 7 aha/L
=B RS TSN 2 R DRI a VAR T — 27T LDERE
21T,
° @ %7‘“—57
. IP Datagram EFE{ENDT —F OO BN THEIEETTD,
. IP Datagram [325{5 77 L A(IP Address), 5T RV A A7 v a G,
BIOT —&bk5,
. T —27 7 LOBLE (FEEKIEIN)
. JL—Z L IP Datagram D515 67 R A% JuIZ kB R 2RI 5,
o R B PRUL[E 4 D TP Datagram (2L CT1T9,
. T DR
. Datagram O E|F5E)FIIIRFES 720,
° X DT —RREREDY, T —F DT — R HBEEE T2,
. S 57 Datagram % 5257 HREEEI L7200 , BRI AR RE IS H D (ICMP),
o  TIUAMEHEREDY,
o  EX2UT BT HHERRITR,



http://www.ietf.org/rfc/rfc0791.txt?number=791

Application IP
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o IP Address
Layer-3

N
1V

o 4 50 8 bit fEE 10 EM TERIL-HDOLEL T—RIZERBLINS,
fil: 192.168.1.5
o F NI — T LR AN IS 43 230D,
fil: Ry RT—27E: 192.168.1 HANER: 5
. Class DEVHRY AL 7 B —RF¥ AT KL 2% [RS)
e ClassA  0.0.0.0—127.255.255.255 255.0.0.0 (8)
e ClassB 128.0.0.0 — 171.255.255.255 255.255.0.0 (16)
e Class C 172.0.0.0 —204.255.255.255 255.255.255.0 (24)
e ClassD 205.0.0.0 — 255.255.255.255 ~/LFF¥ AT KL A
e Class E 240.0.0.0 —255.255.255.255 Z£Ba
o Private Address — IP Allocation (RFC1918)
e 10.0.0.0/8
e 172.16/12
e 192.168.0.0/16



http://www.isi.edu/in-notes/rfc1918.txt
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|
s Subnet and Subnet Mask

Layer-3

N
1V

7 RVARZE M Z R ISHIH 45720 7 7 AD B AN LEHIT Y7 R v b
HREARANERIZ 31T D0

Host IP 192.168. 1. 5 = 11000000 10101000 00000001 00000101
Netmask 255.255.255.0 = 11111111 11111111 11111111 00000101
Network 192.168.1.0 = 11111111 11111111 11111111 00000000

BT 2R ATZLLTFD 172.168.1.0-172.168.1.255 75 7 21— R A
RAL L NDRARETRD,

— CIDR
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Physical

Layer-3
(]
1V
ESANESYS!

AN

Ty T —7

el 72 B 27D TP Address

ZDRYRNT—I 5D DHRAR, H43D IP Address
Z AR D IR TR E TR DD,
ZOFRY I =7 HOFFESNICARAR, 7V 1P
Address Z i LER72 IV ND,
flfRESN 77 B —RF v A, ZOXRY I —7I1Z)R
THRANMZ T B —RF AT 5,
BEED XY T —I ~DT a—RFp AR
IV—T X TR A




1P

e IP Address j:k @J:ch_b’(
=) IR HILDD 2
Layer-3

IP Address %, IJANA (Internet Assigned Numbers Authority, Fi1F ICANN

Internet Corporation for Assigned Names and Numbers (ZHEREZ T2 & )72 Hiild5
P ARG IZ L DFIDIRD - FID BT THON TS,

[ANA 7HIEARIR (#ill AL 2 — R LU AR)) ~NT R AT 1y 7 32D iR
S3. RIRVZE. NIR (EB)) £721FLIR (m— 2 W) 12T KL AT sy 22 E |0 IEA

| IANA

H D TP Address 1%, 777 KA Hitak
ZBITARIR THAAPNICIZ BT 5 JPNIC

(Japan Network Information Center) 73 [ARIN] [APNIC] (RIPENCC)
4= 7T o
H21T->ThH, k[ ,\/7/4 vy ER =P

DNS D F& g &3 AR AR L% (RRNIC) (JPNIC) - NIR, LIR

— Address Space [ A



http://www.iana.org/
http://www.icann.org/
http://www.apnic.net/
http://www.nic.ad.jp/
http://www.nic.ad.jp/
http://www.iana.org/assignments/ipv4-address-space

Application IP

Transport

e Classless Inter-Domain Routing

Data Link

(CIDR)

Layer-3

& — RFC 1518, 1519, 1817

IP Address DFEVBIZXT ST D72 | ERD I T A3 TIZEB DI

FHRIe T R A2 EAI N,

o FUNT—ZEERANGE Ry N —2 OB A D TE Y 7
By MR TS,

o  RREEHME—HEIIRY N — IR TIHEREIED, D7 —h
T AR NI —7EDOE Y M b 5,
KELOF]:  192.168.1.5/24 ... Jo8H 24 bit (192.168.1) 234 hJ — 7 H]

— [P Allocation (RFC1518)



http://www.ietf.org/rfc/rfc1518.txt?number=1518
http://www.ietf.org/rfc/rfc1519.txt?number=1519
http://www.ietf.org/rfc/rfc1817.txt?number=1817
http://www.isi.edu/in-notes/rfc1518.txt

Transport

Data Link

Physical

Layer-3
(]

Application IP

1V

— RFC 791

4 8

IP Datagram

12 16 20 24 28 32 bit

Version| IHL

Type of Service

Total Length

Identification

Flags| Fragment Offset

Time to Live

Protocol

Header Checksum

Header
Source Address

Destination Address

Options

Padding

Data...

Version:

[HL:

Type of Service:
Total Length:
Flags:

Fragment Offset:

Time to Live (TTL):

Protocol:
Header Checksum:
Source Address:

Destination Address:

Options:
Padding:

[P datagram version (=4)

IP header M= & (32bit Hifir)
— B A D'H (delay, throughput, reliability)
Ny FLTF—=ZDORE (8bitHAL)
777 A MNIBETHTTT
T —FHRDT T T A FOALE
A= A7 RE ]

ICMP, TCP, UDP, etc.

Ny FEDOF 7L

¥E7L IP 7 KL A

EEHR IP 7T RLA

REEIEER & (FTER)

NTF 47 (0THD D)

TTL1E 1 P LT —F—% 1B
HAREEIZ 1 HBEI, 0 127872 KF
J5C Datagram DMEFEIILA,


http://www.ietf.org/rfc/rfc0791.txt?number=791

Application A RP

Transport

|Phys!c|a"1“ Address Resolution Protocol (ARP)
i — RFC 826

1V

IP Address 2 MAC Address |[Z2 L9 A7 aha/l,

FHFD 1P Address Z 45 EL72 ARP ZR Ay B — % Ry N —7
(Broadcast Domain) N D& CDHRANMIT B—RF ¥ AT 5,

FEESNTT RLAITKIS T HRANME, LT R A (MAC Address)
& IP Address ZHHIZ LT B AYB—T % K0T,

ARP Request

) ARP Reply |

S O I O o B



http://www.ietf.org/rfc/rfc0826.txt?number=826

et RARP

Transport

Reversed Address Resolution Protocol
Physical (RARP)

Layer-2.5
e — RFC 903

1V

ARP LT3, BT R A (MAC Address)3 003> CWVWAH T AT A
(H I AT L% ETe)D IP Address i ~H A4 12 Ebnb 7 ek,

IP Address ZZ10 7= AT AOW LT KL 2% v L7~ RARP
PR Ay — % T a— Ry AT 5,

Ry b —27 12 RARPY — =235 uE, BERILT AT AT
WELT KL AL TP Address D150 IR T,


http://www.ietf.org/rfc/rfc0903.txt?number=903

Application

Transport

s Dynamic Host Contiguration Protocol
(DHCP)

Layer-2.5
P  RFC 2131

1V

AL B —F N — BB 4 AL B a—2 2 IPT KL A7 8 B
=R S @ A=l S=y

iz, 7 —hF7 2 A CDNSHT— XDIPT RL AR, T Xy b~ A7 8D
5 A TE L,
[PT RV ADA IR, B

g ‘\

\ \ <\; Internet - /
BLHT IP 7RV RIZIE = — Sl
BHWAREZf T A LN TES, DHCP server

DHCPDISCOVER (broadcast) >
P DHCPOFFER

DHCPACK

A

DHCPREQUEST i


http://www.ietf.org/rfc/rfc2131.txt?number=2131

Application
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Data Link

Physical

Layer-3
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(47 E1% D Datagram DJEF N> -720 | 51k

MTU=1500
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| LIP | —
—
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Fragmentation

>
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MTU=1500
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Reconstruction

HIEOHFRTIRKT —FZ P AXMTU)EDE KEU IP
Datagram 25 EDIV RIS A /L —X X Datagram %47
(Fragmentation) L Ci5{5 975,

BRSO 7D DIEHIZ IP Header @ Fragment Offset (2RSS 41

BDie

SEISNTT — 2138

R E RS THAE SIS,

PR N E IR ST DT DT LD B D)




o 1P
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[P Datagram D% EK 3R
Layer-3
S

[P Datagram DO#ER&IF kR ThHDH/N—Z DR D,
— T Hlo7- Datagram 2 IRIZEEIZIE T 0EIRD D,
= IO NI —J55

B RRE S HIE 7 m bV (B B AT A )
o BGP4 (Border Gateway Protocol ver 4, REC 1771)
TCP (245 peer to peer 1815
Incremental 7 {5 A #4
Path Vector /77
CIDR OHAR—k

H S A7 L\(Autonomous System)

FLARHIIZ ISP (Internet Service Provider)
DR R, I RFROEERE
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[P Datagram D% EK 3R
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&

B ESHE 7 2 =2V (B AT AY)
o RIP2 (Routing Information Protocol ver 2, REC 2453)
LERZHY IR D B S AT APNLV—T 4 72 [AIV TV D (Distance Vector ),
Bige L —Z R CHUMNIRRIER 2 AZHAL . HRJRY R —7 ~D“FEEE" 12
DN TR ZIRE T D,
MR BAVIZ XA AR DT =T = AR R,

o OSPF (Open Shortest Path First)
KEBED B AT LNV—T 2 712 AIV TV D(Link State 1Y)
A AT ANE YT EWVHTEIBIZ 3T B,
L TSRy b — I {F iz /L — 28] T HWITASH,
H /3% /L —hk& 75 Shortest Path Tree LWN\) Ry —F —H X— 2% AE
AL Ol AR S TR E T D,
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IP Zfilise 3 57 bz, IP LB CHRA -2 T —%@ELT=0,
B RICIEU TCT KL RARK A SRR T ER I A T A,

F7RICMP At — (type)
o Echo request (8)
IR K, ping <2 traceroute (21D,
o Echo reply (0)
Echo request ~MD i,
o Destination Unreachable (3)
%655 F T IP Datagram Z 5372702 72358101k 1E JulZik D,

- 2 octet -
[P Header, Protocol=1 (ICMP)
ICMP Type Code
Checksum
Data
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HERR 9D,

ICMP Message

A—B ICMP Echo Request Message %155,
B—A ICMP Echo Reply Message %<7,
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ICMP Message ZH] AL TEERRANE TORREEZ D,
TTL % 1 »BIEIZKESL T, 18> TS Message D=AE Fox a5,

1. TTLZ1i(ZL T, B~ICMP Echo Request (or UDP Datagram)z 55,
— Router-1 7% ICMP Time Exceeded 7315,

2.  TTLZ2ZLTiED,
— Router-2 7>% ICMP Time Exceeded 7315,

3.  TTL&E3IZLTiED,
— Router-3 7>5 Time
Exceeded 7315,

4. TTLZ4ZL Tk D, ICMP Message | ROUter-2 ‘— Router-3 ’
— B 75 Echo Reply (or ICMP rri- I

Echo Request
Port Unreachable) 75125, | outor] |
outer-
Time Exceeded
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— RFC 768

1V

“PBHFIZT —Z2 T HOT578E

o R 9L A(Connectionless)

o T —ZOEFNAFIIIRIES IR

o FRUMHIREEDHY, FIEHERER L, 7 — X DEIFITIRFES IRV,

o T —HilfHIEEREZRL
— VT NWHALMEDHH81E . mRMEEROIBERE,
fBL .

- F—ADEEBIORELIDMEIEI L2,
BN HIUIEL UDP 257 7 VA — g @ T,
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UDP 51815 O Hfi :
o nfs(rpc) 2049  Disk F
o tftp 69 fEE 2T 7 AV ERE S Tl L
e ntp 123 S SANVEIA A
o domain 53 DNS (query)
. bootp 67,68  Diskless VAT LD T T —k
e dhep 546,547 1P Address OEIE Y Tl

— Well-known ports
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UDP Datagram D7 4—~>k

Destination Port

Checksum

Source Port
Length

Data...

JEAR—h
e —R

xfE

5

‘fE

B~ & UDP~v X | T —HeEGieTF oy 7 A

oA LT — R hE T RE (octet BAAT)

Source Port:
Destination Port:
Length:
Checksum:

1V

B~ DT =~k

32

20 24 28
UDP Length

16

Source Address

12
Destination Address

PTCL

IP Address
Z& 1P Address

a

=S|

Source Address:

=S|

Destination Address:

PTCL:

a

17)

7'mhzLE A (UDP

UDP ~y & L5 —2%E TR S (octet HLAT)

UDP Length:

— RFC 768
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Transmission Control Protocol (TCP)
— RFC 793 (1981)

1V

“HWMIT =200 L0 2 ERB Lo " 13

TR a9 (Connection-Oriented)

3-Way Handshake (Z&ZDa RT3 a HEST
AR —DALE(E

WAE T — & DA

A DR P RE - PR SR RE

FMFA~DT —FDE|FE e

7 11— il ]
AN—NMZLBaRI a4 EAL

— BRADREEE LT, RN EIEHEOHDBE ML T D,
EADN

- FabhaL M
+ UDP IZEE~TEED Y (VT IVH A DPED R 72D AT REME)
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e TCPZA% D115
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a — RFC 768
UDP Z {51815 D1
o telnet 23 telnet (28D 7 A
o fip 2021 ftp IZXBT —HEEE
o ssh 22 ssh (secure shell) (Z&Lom7 A
o smtp 25 AA JVHR IS
e hitp 80  WWW
e domain 53 DNS (V' —HR1%)

. printer 515 Ipd (2D F

— Well-known ports
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0 + 8 12 16 20 24 28 32
Source Port Destination Port
Sequence Number
Acknowledgment Number
G[A[P[R[S[F )
Offset| Reserved (2(¢|S|S|E|L Window
Checksum Urgent Pointer
Options Padding
Data
Source Port: EE LA —h
Destination Port: EEHE—R
Sequence Number: T —ZEFE S
Acknowledgment Number: RIZ5ZTEDHZ LA H#AFFL CODIIERFE =
Offset: TCP ~vZ DO RS (32bit L)
Flags: BB R (SYN). Acknowledge (ACK), Ut MRST).
EER T RST), BEEH#H(URG), Push (PSH)
Window: ZAZ FIREZ2 T — 4 B (octet HAL)
Checksum: B~y & TCP~y & | T — G T =y 7% A
Urgent Pointer: RET —HRALH
— RFC 793 Options: F 7 a UANAZEE)
Padding: T4 7(0)

Data: EET—#
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Source Address
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PTCL

TCP Length

1V

oG [P Address
4& 1P Address

a

|

~

%

Source Address:

a

f

~

%

Destination Address:

PTCL

=6)

ahz)L&E 5 (TCP

TCP ~u X LT —HaEGTe RS (octet BAL)

TCP Length:

— RFC 793
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port number and connection
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2. T —HDHRE
Sliding Window
Retransmission
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—  Ref. HEHEEHH O FEHH
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W
=

LREDFE T
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L A—-B BGRIERK o

TCP O#zfe BH 45 FIE

ESTABLISHED

SYN SYN-SENT | SYN SE | LISTEN

2 BoARRE W
SYN+ACK E 200 ACK;\O\ SYN-RECEIVED
ACK ESTABLISHED | C

HAY:
o HE B DO RER
o  HUWODIEREF DA
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Port numbers and Connection

1V

R SRA(Z TA T 2 MIIEE D bE SRR — h& 5 1024-
65535)& 7 AL, PRV — DK SR —NESZEfREL T
*ﬁﬁ‘)bg*%%éo

TIAT I ITHNS Y —E A(ssh, http, fip, ete)iLH— DL
DA — MR T AN TR FA, — port numbers
P MANT R — B RIS s DA — D g B K 2 fF O
(LISTEN)7 —E % &35,
a7 a1 E L T DA >DEOKE W CEREI 5,

H7D IP 7 RLA

Ay D R—hE&= TN

MO P TR A \ Internet /

i HHFEOF—IEE -

—

S

(98]

15 2 ll(Client) f& 5 (Server)

192.168.2.50: 15245 » 192.168.1.5: 22
> netstat -n Port: 15245 ({£&) Port: 22 (ssh)
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Well-known ports

1V

P N — I DOEEHER) 32— ROV IR — FE 57
Y THN TV (1-1023),

— well-known ports (IANA)

f1]: ssh(22/tcp), telnet (23/tcp), smtp (25/tcp),

www(80/tcp), ntp(123/udp), domain (53/udp)

TCP & UDP DO7R — B I EFEARIITIHRAT,

TV — gl o TUI . MB OR—FESE2HERHTH5H0035
%, (21024)

— assigned ports (IANA)
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SIRDOBT AN BDEWNITTIT e | T |
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= 1D

!

- Sliding Window Rz 4 mENE

AL e o .. EET —5(|
13, IR T — BV A IR E— —
HIBR[E DN TER, I seq=: . E‘j
seq- -

-< ack=b
DTS A ORI EIEEAT l - e
W F 7 e —HIESH T, e e Ch et
Y Sy EEEEEE N O O] []
#5172 Window A XETHH  sews | T el
ICIRTET 2 I o A DA
— Adjustment of the window size T —
/}_ ER2ZIX, Window D3ATAR T D% . BIFENEFENT N5 E

ZA T ST T —Z N EN T Th 5,
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== Adjustment of the Window Size (1/2)

Layer-4

N
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T =B ZAEMNIEEMNZAZ 7 7 OFE AT RER K&EEE TCPES A RO
Window fE&E L CiEHIT A,
— EEMANIZITN T TEE Window O RKEXAZFHES 5,

L LEAMIZZOFREFEITTHE, 184 12 Window A AME T
L TL %9 (Silly Window Syndrome: SWS),

ZNVEHET DT LL T DEEZ1TD (RFC 813, 1122),
o {5
B L CTRABE LTI A MIX L T12M ACK %39 (delayed ACK),
- Window 23HAHEINE /NS o T RESEER LS /NEV Y Window YA X & 155
o e RLA
KB FIEEZR Window 23/ NS 7p2 o7& —EDOREIIIRDOIETEEERE T
%, (nagle 7 )L =YX I: RFC 896)
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== Adjustment of the Window Size (2/2)
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BT ANDFENBELEG ST, 2 EEEO JREE LS 2, IP Datagram
BRI DTN T OBEZATD,
C1-JRfE % [0]35F . Muticable Decrease Congestion Avoidance).,

- % Window VA X & H45127 5,

RN AELURLRVIIELT O#EELT,
(Ar— 24 —RK[El14: Slow Start Additive Recovery)

o FHF 5 ACK 23217 AHZ L2 1518 Window A X% 1§ HOHET,

. {5 Window 23K D KREID /31272 o T-HF 5L C 125/ Window @ HEAI
=5z . Window NDOETOT —HIIxtT 5 ACK 2= HT LITEE
Window A X% 1 #E0,

— RFC 1122 (3% RFC 2001)
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= Retransmission of a lost segment
Layer-4
4
\V -
B R F RN 27 O mema
- o
ST E iﬁ_ % Checksum (27—
PELESEICE, B7AMIRD o DIDER =B
D, T Widow (& Window
ZARANT, TS TN T —HF | S E\j _
Dl /NIEF 5% RE IR T eae e i
(ACK). s 0 e i
IR, HORFROMICT —4 | - ks '
DI Lo L35 E o e
(timeout)iZi%, 7 —F D EZAT Ll el 1
9 (retransmission) , %m{ a2 [ seq=cwlndm,;0kze T
timeout £ TORFHIL, Ry DT —7 = ‘
DenEIZLY | BIISIRES D, T 1] OO 111
— Retransmission Timeout Window Window
: SYN & FIN I3 BRDJIEf 73 5% . B A NEEORET

b, BikoxtgReins,
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Retransmission Timeout

Layer-4
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HEZALTUNERZ LT DOIDIZEHE T 5, (Jacobson DT /LAY RX L REC
1122)

. RTT = 7 —#i&[E06 ACK BIZE £ TIZvi-7-Kffi]  (Round Trip Time)

o SRTT’=a X SRTT + (1-a) XRTT (Smoothed RTT)

o diff = RTT-SRTT

o VAR’ = (1-0) X VAR + ¢ X| diff | (diff D43HR)

® RTO =SRTT + 2 X VAR (Retransmission Timeout)

o= 0.8~0.9, 6~1/8
initial values: RTT =0 sec, RTO = 3 sec.

RTT 2 Vg b L. DO TAELD 2 X 58 T2 REVMEZ XA LT U MELE T2,
72720 T BRAE (S D 1F)) & _ERRAE(24050) & 5% &35,

AL, EBRICHEENRAELZE ST RIT EE2E T L FOX TR D RTO % &
R () /N4 7 Karn D7 /LAY A REC 1122)
° T RTO=2 X [HRTO
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TCP ~> & OEIZELL A~ ZAF1F T Check Sum Z 7595
— BEEIARZ T A7)

0 4 8 12 16 20 24 28 32
Source Address
Destination Address
0 PTCL TCP Length
Source Address: (¢ IP Address
Destination Address:  1%{E %% IP Address
PTCL: 7'rh=)L %5 (TCP=6)
TCP Length: TCP ~w X b7 —4%&ETe RS (octet BANL)
TCP #HEl~ &
= A
Check Sum D&t

et~ 4 TCP «\/5? F— KL 16E Y MEIZ 1 DM
LD FDOFD 1D E % Check Sum &35,
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r ———

VTP BRI TR < Internet >
ﬂjﬁ‘@ﬂﬂéﬁ‘ (FIN) gﬂ\z ESTABLISHED

(Close)

ﬁ)TﬁﬁO VCZP%@J H‘:ﬁ“@—éo FIN-WAIT-1

ESTABLISHED
1. A—B BIWr 2K (FIN)

| 10 ! CLOSE.
" | . 00. ACK 1 | CLOSE-WAIT
2. B_)A }/J\L;/Eg : ACK S | (Close)
= S = FIN-WAIT-2 ! z\(“ " LAST-ACK
(ZOWE S TIEERE BoA D | CK: |
o - . v SE —300, A .
7 —ZX[E XA HE | FINEACK |

3. B>A Y] Hﬁﬁ‘gjk(FIN) TIME-WAIT

4. A>B & TIME-WAIT ACK SE <10
(Wait 2MSL)
B [LX[E.1Z CLOSE, CLOSED | CLOSED

A 1Z MSL O 2% D RFfEIFfF>ThHH CLOSET 5,

{£: MSL (Maximum Segment Lifetime) |Z RFC793 TiX 247 ERIN TS,
FERRIZIT 30 O EIEL 2,
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TCP/IP% FAV . Ry R —ZZ o/ M-t o — 2 5 i fE e
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telnet B | ;E inetd
< e B & > telnetd
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»
»

FEC )
)
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i — RFC 959

TCP/IPIZIN 7 7 AN Hliris T HRFICIZfE A7 mhal,
HIE &7 — 2 FH D 2> Dk 26 FH 4,

WD FTP B4

Passive FTP 4%t

fip ftpd
F—4 il g 7=z
{EEOFR—k 2001 2000 21 20
: | N—h 2001 ICERREELR
| OK :
J 7 — HEREREGE
OK )
/ Internet \
Al e
i — =
ftp ftpd
F—5 il i 7=z
{LEOF—k 2001 2000 21 4200
! | AR—h 2001 (CEREEER
OK, port=4200 |

A

7 — Xk R

Y
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-
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— RFC 821, 1869

ERAY IOV A=IN=Y

(B

N

5

s A— )L %

TCP/IP C

1V

sendmail
(or gmail, ...)

iver

<sender(@host>
@host>

HELO
OK
OK

<rece
OK

MAIL FROM
RCPT TO :

ceee


http://www.ietf.org/rfc/rfc0821.txt?number=821
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o HyperText Transfer Protocaol
(HTTP)
" — RFC 1945, 2616
1V
Webt—EITAT U NTTU)INT —F 2B 5T DHDIC

o wA=1N=y7

HTMLICER, iR, &=, Bl E D7 7 AV R
DTEHRE G D TROVEN 35,

GET index.html HTTP/1.0

HTTP/1.0 200 OK

A

Cotent-type: text/html

A

<HTML><HEAD><TITLE>...

<
<
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Transport

Network

Data Link

— RFC 1034, 1035

A~
0P N
Z ]
O ¢
j —— J/
= L
e
= =
N N
O K5
N s v
m 7@%\ o
S P E R
k2
- ny_w
RS
N S L
S £3 pk
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[IPTRLVARBZOE — ~0WED LAY

1) 7747 b5 DNS H— N4 B O R A2 B R (query)

2) DNS H— \[%, B DEEENDHRAN, ., Frvr=ilH>TREIZ
H> TWDRANM DIGEIIEDEFIRE T D,

3) HBRWEEIL, —Fh

Y= DBNRIZEIT P (Dﬁl
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v \<o =y
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i P
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bbb.u-tokyo.ac.jp Server MIP [Z...
< . -
_‘ ‘ u-tokyo.ac.jp DH—,N
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|
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Secure Socket Layer (SSL)
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Netscape fED3BHIE LT, A Z—F o ETIHEHRZRT 5L T
ERAYA=1N=V7

T2 WEB Server & WEB Browser [E] DG S E{E I HWSILTUVNA,
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!
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:

SSL 3.0Z% &IZTLS 1.0
LS 7z (RFC 2246)
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(ApiEnann
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X509 FERAEASHA (client T4 7> a2)
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i al DML (RSA, DH, etc)
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o FREEHIRTRLAER
— ZNER AR HE 1 AL
o SN EE R~y Z, 777 A MEIE
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o IPsec BEYERILICIHEF VT 10581l
o NDP (Neighbor Discovery Protocol) {25457 R A gk
. IP 7 RLAD HE AR, BB 2 HEE — Plug and Play
o  VIATFHXXARDYR—K, Tu—RFXAMOPFE L
o QoS (Quality of Service) H&HE
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o <D 0OS M IPv6 K}t
HPUX, Solaris, Linux, FreeBSD, Windows XP, Solaris
° IPV6 XTI DRy N — 7 8 i,
o HEHAIZR IPVE /NI R— 2 DAL
o ISPIZLZEAFRYII—ID IPv6 Kfits

— T TCICEADRNE T _NEEFHAIZ TV 57!
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A | T ST

. EEEALIC Lo TEENAOMEILLTERT 2.
. BENEDFEAIEATERTHEEE),
. BEMFGEEIIELNI LR,

[Pec: B A LA ITCRRGEH T2 fE FH L | Internet 2L T IP /X7 vk

20@%“—]\\‘753\3@6 Internet
. Transport Mode D ol
PC R DIE #1815 =

Transport Mode
o Tunnel Mode

Internet

HHiE L — A 23 Ipsec
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Diffie Hellman: (Whitfield Diffie and Martin E. Hellman, 1976)
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(2 Br SRR 5 1007 B 8 D SE BRIV TR & 7R o 72)

LA R D20 DEA: 2w 729
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K, =g modp \ZXVAHF— K, #1E5,
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A — B: K %515
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Ka > K,
Ky, « Kp
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. ElGamal K75
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00101 L
01101 T
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